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Risk matrix literature review

The risk matrix, originally seen as a simple risk analysis technique, has recently excited controversy
with different authors promoting its use and others suggesting it has little value. The purpose of this

section is to:
* explore the advantages and disadvantages of the risk matrix
e show how it can be designed and used to give reasonable results
* suggest training and written instructions needed to promote such results orlead | @\
to useful, relevant results. s(\\
e\,
Origins, definitions and applications of the risk matrix 0"0

Ale (2007) credited Napoleon with use of a risk matrix based on the likelihood of consequen

Hussey (1978) described a two-dimensional directional policy matrix to aid decision- makmg% and
Schleier & Peterson (2010) reviewed use of the Entomological Operational Risk Assesqﬁent (EORA)
by the US military to estimate risks posed by zoonotic pathogens carried by insects. f\

Ball & Watt (2013) gave a critical review of the risk matrix use in non-occupation Xand low-risk
occupational settings. The risk matrix was applied in the safety sciences in th e 1980s in the UK,
with simple versions being described during a UK Institution of Occupatloné\@lealth and Safety
conference in Belfast' and by Moore (1997). 0

Relevant definitions 0@

When developing and using a risk matrix it is important to keep igzzfnd the definition of risk. As used
here, risk is defined in ISO31000 Risk management: prmc:pleéa guidelines as the:

effect of uncertainty on objectives. O
Note 1: An effect is a deviation from thq\é?pected (positive and/or negative).

Note 2: objectives can have dlfferent&pects (such as financial, health and safety,
and environmental goals and ca ébp/y at different levels (such as strategic,
organisation-wide, project, pro@ct and process).

Note 3: risk is often charaqs@ed by reference to potential events and consequences
or a combination of these)

Note 4: risk is often expréssed in terms of a combination of the consequences of an
event (including chdg‘ges in circumstances) and the associated likelihood of
occurrence.

Note 5: unc %ty is the state, even partial, of deficiency of information related to,
understan or knowledge of an event, its consequences or their likelihood.

From this it can be see@at a risk assessment is a description of some uncertain future state.
Uncertainty also arié}, in part, because of limitations in risk assessment techniques, including the
risk matrix. Q

Cook (2008) cribed the risk matrix as a tool or technique for assigning a level of risk to the

outcomes %\an event. Other authors have described it as a two-dimensional tool with scales for the

conse es of an event and their associated likelihood or probability but, more formally, ISO Guide
009 defines risk matrix as a:

\Q too/ for ranking and displaying risks by defining ranges for consequence and likelihood.

@ge output from a risk matrix will be the level of risk, defined in ISO Guide 73 as the:

?‘ magnitude of a risk or combination of risks, expressed in terms of the combination of
consequences and their likelihood.

' Personal communication, Hani Raffart, 1991
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Summary of the advantages and disadvantages of the risk matrix

The following table summarises the main advantages and disadvantages of the risk matrix and
suggests some solutions for the disadvantages.

It is important to keep in mind that even the best designed risk matrix can have severe limitations and
may mislead decision-makers who rely on it without any supporting data from other risk analysis

techniques.

Table 1. Advantages and disadvantages of the risk matrix

Main advantages of the risk matrix

Main disadvantages of the risk matrix

Solutions to disadvantages

Provides an easily understood
representation of different levels of risk

Yields a subjective, not an objective,
analysis of risk

~

Q

%]
Guidance material to help reduce subjgctivity;

Can be compiled relatively quickly

May rely on subjective or incomplete
analysis of incomplete historical data

training in the use of the matrix an$p er review of

Aids decision-making about or under
risk

Lacks granularity (eg, a five-point scale

the findings \Xo
(%]

cannot represent a wide range of

Consider using a log @ if users understand the

Enables quick ranking and comparison
of risks for attention

Often designed without reference to the ri@\k
profile of the organisation or risks beir@;.‘
analysed

‘o)
Y

consequences or likelihoods) maths ﬂ@
Promotes discussion in risk workshops. | Often uses the same words for the level of 6{-
risk as for the consequences @
Enables decision-makers to focus on Often uses uncertain, opaque, ambiguous C}\
the highest priority risks with some or obscure descriptions "QQ
consistency 1
Y

Design of the matrix, including consultation and user
group testing

Can be used to help develop a common
understanding of levels of risk across
an organisation.

The worst case high consequefseflow
likelihood level of risk with {@trols in place
is greater than tolerable

Enables the combination of
consequences and their likelihood to be
represented graphically

X .
Consequence scalgsunay not include
known consequ\ S in an organisation

N®)

No or in@l\dﬁate alignment between risks
with gjfferent consequences (eg, financial,
,s\@ , reputational)

Design of the matrix, including consultation and user
group testing. For safety-related risks, consider
using “value of a statistical life” data

(C%ay show a risk as tolerable at the

Design of the matrix, including consultation and user

X, | corporate level but intolerable at a group testing. Guidance to users and decision
. @o departmental or unit level makers
)
nappropriate numerical scoring of cells esign of the matrix, including consultation and user
O\ | iat ical scoring of cell Design of the matrix, includi ltati d

group testing. Use qualitative descriptors of the level

May use historical data that includes
conditions that were unnoticed, unrecorded
or unrepeatable, leading to misinterpretation
and misjudgement

QO of risk (eg, extreme, high, low)
o v May tempt users to under- or over-state the | Guidance material to help reduce subjectivity;
(0 consequences or their likelihood, resulting training in the use of the matrix and peer review of
fe) in incorrect analysis of the level of risk the findings
‘\( Some users may not consider all available Train the trainers and moderate their work
o.é data
x&

Competent review of data and analyses

Often only shows negative consequences

Design and use of a 10x5 matrix

Narrow use of risk matrix (eg, only analyse

Analyse risks with no controls, then with current

risks with controls)

controls, then, if necessary, if treatment was applied

Sources: (Cox, 2008; Franks et al, 2002; Hillson & Simon, 2007; Julian, 2011; Middleton & Franks, 2001; SA, 2012)
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Details of advantages, disadvantages and some related issues
Failure to understand scales

Bahill & Smith (2009) discussed use of a frequency/severity graph and showed how it could use linear
scales or log scales. They also showed how essential it is to use appropriate risk frequency and
severity scales to avoid misrepresenting the level of risk or giving a false picture to decision-makers.

Ball & Watt (2013) considered it difficult to define qualitative scales accurately and unambiguously but
problems can arise if numerical matrix scales are not linear (eg, they are logarithmic) and users are
unfamiliar with such scales. Q\
Safety-related scales may appear logical and linear but actually conceal non-linear and potentially \‘S\\
illogical categories. For example, a minor injury may subsequently deteriorate and then be describeg

as a major injury. When dealing with human health or safety, matrices rarely consider variations,i
vulnerability of exposed people such as age, gender, pre-existing health factors, height or fatigye

(Duijm, 2015). ‘X

IEC/ISO31010 paragraph B29.6 (IEC/ISO, 2009) notes that "it is difficult to define scaIeQ0
unambiguously" and "use is very subjective and there tends to be significant variati%@etween
raters". o)

Other problems with scales used in risk matrices include (Cook, 2008): c}b
* the likelihoods under consideration may be so small %to be indistinguishable
* severity and likelihood categories may be very bro@@.

Errors in design \Q’D

The non-linearity of points of equal risk may not align themselveQNith cells or the boundaries
between cells in a matrix (Pickering & Cowley, 2010). This f[em cannot be overcome by changing
the position of gridlines or the number of rows or columns2AS a result, the level of risk may be over-
or under-estimated. Ky

Figure 1 shows an example of a risk matrix. It is us&ﬁin this paper to help illustrate design errors and
how some errors can be overcome. x_

In this matrix, as recommended by Cox (2008 small increases in likelihood or consequence will not
cause a jump in the level of risk from, for@ ple, low to high without going through the medium
category.

Figure 1. Example of a consequ /likelihood matrix

\") Medium
5 0
v Medium Medium
1 4 8 6 0
°
S 1} Medium Medium
= Vv 6 9
(]
=
- 1} Medium
j(o 6 0
| Negligible Medium
1 3
(
A B C D E

Vo

Consequences —

Cox argued a matrix should not use too many colours or labels to represent levels of risk. Three
colours (eg, red, yellow and green) or levels of risk seemed a minimum and five a maximum (thus,
Figure 1 is at the limits of reliable matrix design). This point is further discussed later.
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Use of a risk matrix

Experience suggests that many people will use a risk matrix to analyse the level of risk:
e either as if there were no controls
e oras if the controls were perfect.

This overlooks that some controls are likely to be in place but are not likely to be perfect.

A matrix can be used to analyse three levels of a given risk. The analyses should:

* not take into account any controls under the direct influence of the organisation A\,
that were absent or had failed; this may show a high consequence with a high A
likelihood (level of risk 1) \‘S\

* take into account the effectiveness of the controls “as is”; this often will shovbé)@
lower consequence or likelihood of that consequence (level of risk 2) R

* consider the plausible consequences or their likelihood if practicable vg% of
modifying the risk were introduced (level of risk 3). (G

This approach will show the importance of the controls or the possible treatment. C%Q)Is shown to
change the level of risk from, for example, extreme to low might be regarded as kgyControls that
should be regularly monitored by management. Similarly, risk treatments that, j\tmplemented, will
change a safety-related risk from high to negligible should be monitored fron‘é?;:oval to completion.

Worst-case high consequence/low likelihood with current controls o

Good practice design of a risk matrix should result in the level of ris m the combination of the
worst consequence and lowest likelihood of that consequence bei@ olerable to top management.
This must take account of the effectiveness of the current contco\Q or the level of risk after treatment.

For example, using Figure 1 to estimate level of risk 1 (ie, ®€ontrols), the worst consequence might
be “E”. If the likelihood of that consequence was “II” the | of risk would be “extreme”. However,
after considering the effectiveness of the current contrg{S the worst consequence might be analysed
as “D” with a likelihood of “I”, showing a level of ris f “high”. Some treatment options might be
identified that would bring the worst consequence “C” with a likelihood of “I” with a forecast level of
risk 3 of “medium”. @)

X7
Inappropriate quantification \&O\

Often, attempts are made to quantify a %atrix by allocating scores to the consequence and likelihood
scales. This might be done on a ling&Mscale (1, 2, 3, 4, 5) resulting in a range of scores in Figure 1
from 1 (1x1 =1 in cell IA) to 25 = 25 in cell VE). However, these results would not match the
descriptions used for the ceIIs:Q&é cell in the bottom right-hand corner scores 1x5 = 5 but is rated as
extreme. <’\\

In an experiment Ball &é@gtt (2013) used a symmetrically scored 5x5 matrix and asked 50 students to
rate the level of risk ipsthree different, non-occupational settings. The students rated the risks with a
wide range of sc etween 2 and 25, but with considerable clustering in the range 10-15. The
scattering and ering of results suggested quantified matrices may not give sufficiently reliable
results for deefsion-making.

In their experiment, Ball & Watt found the lack of information about the risks suggested a matrix

shouldfdn y be used after earlier application of risk assessment techniques intended to gather

qua jttive information about the nature of a risk. They also discussed issues associated with different

ri erceptions of stakeholders, each of whom may have different objectives affected by the risk and
a>@§f<:rent experiences of risk.

Y~ Ball & Watt thought that risk assessors rarely complete a risk assessment by developing and
implementing treatments for a risk evaluated as unacceptable; further, they often do not reassess the
risk or receive feedback on their performance and, as a result, their performance may not improve
(Tetlock, 2006; Tetlock & Gardner, 2015).

Ball & Watt discussed Kahneman’s System 1 and System 2 model for thinking about risk (Kahneman,
2011) and suggested many people will use a matrix with fast, intuitive thinking (ie, System 1). This
would lead to Kahneman's "What you see is all there is" conclusion with no in-depth analysis,
overconfidence and inaccurate framing of the risk. System 2 thinking (slower, more considered
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thinking using best-available evidence) may result in frustration because a risk matrix lacks sufficient
detail or is not supported by information derived from a preceding risk analysis.

A matrix designer might attempt to apply asymmetrical level-of-risk values. For this to be a valid
approach the designer would need a substantial body of data on which to base the chosen values.
Such a database would take time to build and might use, for example:

* historical data related to an environment that since has changed, so giving false results
* incomplete data, giving rise to uncertainty

e data under-reported by those responsible for an adverse loss, giving rise to uncertainty \.
about “washed” data @

e data reported by people on the “winning team”, giving rise to uncertainty due to over- Q\'
stated results

¢ use of data from the context of one risk that is not relevant to the context of anogé risk.

“Layering” @A

Further problems arise when designers attempt to reduce the apparent uncertaintiesg@% matrix by
“layering” either qualitative or quantitative user questions before use of a matrix. '[B&e questions may
be subject to framing errors and designer bias, so introducing hidden uncertain(igs, such as the
“probability of a probability”. 00

Subjectivity in the use of matrices (}o

The use of risk matrices involves "subjective and arbitraryjudgemen%@naking any risk assessment
based on a matrix alone questionable (Bluff & Johnstone, 2004). \Q

The causes of subjectivity are many and diverse but it is weII-knﬂéa/n that people have a tendency to
overestimate small probabilities and underestimate large pr ilities, leading to clumping of risk
assessments towards the centre of a matrix (as found by\@ & Watt).

All risk assessments rely on the subjectivity and "profggsional judgement” of the risk assessors, who
may lack training in risk assessments. This level oféu jectivity may then exacerbate the subjectivity
designed into a matrix. \\

, O
Behavioural effects \Q

Smith, Siefert, & Drain (2009) carried o%‘é?ross-disciplinary examination of the risk matrix and
showed it is prone to design errors agjsing from cognitive biases in designers. They used Prospect
Theory (Kahneman & Tversky, 197&0 show how framing effects can distort placement of matrix
reference points (boundaries beé\@en cells).

They also showed matrix-use(,éwill tend to place consequence/likelihood combinations on a line
drawn diagonally from bot@% left to top right in Figure 1. This potentially results in the bottom right
cell in Figure 1 (high coe}\equence, low likelihood) being under-used.

There might also be\g% exaggeration of potential harm or loss if people have a personal interest in the
outcome. Conv ly, understating such potential may occur if the resultant risk assessment must
then be repor}gd p the management chain, resulting in unwelcome management attention.

Evans (20@ argued that individual people have different risk tolerances. This can further distort how
a matri @used: people with low risk tolerance will over-rate a risk while those with higher risk
tolerggce will under-rate it.

K ®all these reasons, an agreed organisational risk tolerance must be identified before a risk matrix is

b@sed.
g Lack of data or wrong data

Wintle, Kenzie, Amphlett, & Smalley (2001) thought that, used as part of a more detailed risk analysis,
matrices could help duty holders to identify items of plant presenting the greatest risks arising from
failure. They also noted that (p. 49):

High consequence/low frequency failures are difficult to quantify since the events may never
have occurred and are by their nature extremely rare. Often a cut-off is imposed at a level of
consequence above which all levels of risks are considered significant. In these cases, an
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appropriate level of inspection during service is prudent to provide continuing assurance that
the assumptions of the analysis remain valid.

Particular difficulties arise for new equipment or processes where there is a lack of data
needed to assess the risk (eg, lack of design or materials data, operational or inspection
history, or limited analysis of consequences). More frequent inspections may be necessary

at the start of life to demonstrate integrity under operating conditions”’.

Records may show a specified type of event has known consequences or frequencies, but if matrix
designers are unaware of that data (an “unknown known”(Aven, 2015; Zizek, 2004)), incorrect design

of the consequence and likelihood scales will result (Smith et al, 2009). Similarly, matrix users may . @\
lack necessary knowledge of events, their consequences and the likelihood of the consequences. \‘S\\

In the absence of historical data to aid use of a matrix it may be necessary to make assumptions,g@t
such assumptions may be biased by the interests or experience of the risk assessors (Ball & Wa{t,
2013). A further problem may arise when there is inadequate data for a risk matrix-based an@}sis
and an expert is used to provide an opinion: if there is insufficient data, it is open to questielg hat the
expert is basing their opinion on (Redmill, 2002). (G

Bahill & Smith (2009) similarly argued: é\o

The data used in a risk analysis have different degrees of uncertainty; Sthe of the values
are known with precision, others are wild guesses; however, in additioh to uncertainty, all

data have opportunity for errors. NS
This is a key criticism of risk matrices: they are often perceived as a scigntific tool because they
contain numbers, even though the input numbers contain unstated rtainties — even “wild
guesses”. Some of those uncertainties may be “back of an envel calculations, estimates or
guesses made when the matrix was being developed. It thereerQis crucial the designer of a matrix
states the assumptions and uncertainties in a matrix. OC”

It is often claimed that risk matrices are simple and trans;(é;r‘ent in use. However, the apparent rational
— even scientific — appearance of matrices can disguis®“éievelopment problems such as those
outlined above and give rise to deception of risk as&eﬁsors and decision-makers.

Language used C}'\

The language used in categories may not b@\gﬁmediately clear to a risk assessor or decision-maker
and associated descriptions may requir%izm rpretation, interpolation or even guesses as to meaning,
leading to incorrect risk analyses (Duijm;2015; Kent, 2007).

Variability in interpretation of langugge (eg, consequence or likelihood descriptions) can be
considerable (Christensen et aI@O& Hayes, 2010; Kent, 2007) and is difficult to overcome. While
some judgement needs to be\I’ét to risk assessors, this issue increases uncertainty about results from
use of a risk matrix. 0(\

O\
Errors in use @)
A risk matrix might 8how that an organisation has many low consequence/high likelihood risks which
may then be do layed by management, leading to an organisational culture of "no real harm done"
and, ultimatelyerosion of the effectiveness of an organisation.

Authors %Qﬁe articles reviewed for this paper consistently refer to the use of the risk matrix as a tool

for rankiag risks for urgency of attention. For example, guidance in HB 89: 2012 Risk management —

Risk @ssessment techniques (SA, 2012) describes the risk matrix as a screening tool, while

Dddoghue (2001) describes the design of qualitative and semi-quantitative matrices to aid operational
cision-making after walk-through inspections.

¥~ It needs to be made clear to matrix users that their risk matrix is an aid to analysing the likelihood of
specified consequences, not the likelihood of the event giving rise to those consequences.

Assessors are untrained or lack competence

Ball & Watt showed that users in non-occupational or low-risk occupational settings might be
inexperienced in risk assessments using a risk matrix, giving rise to results that are potentially
inconsistent between users or so inaccurate as to give rise to ridicule.
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The level of detail (“granularity”) used in the consequence and likelihood scales may be inadequate to
do more than give an indication of the level of a risk. For example:

¢ the boundary between two financial consequences might be $100,000;
inexperienced risk assessors may be tempted to analyse a negative
consequence as less than $100,000 or estimate a positive consequence as
greater than $100,000

* when considering the likelihood of such consequences, inexperienced risk
assessors may misremember or never have heard of such a negative

consequence or be anxious that a project goes ahead. A\,

Such inaccuracies might place a risk in any group of four contiguous cells in Figure 1. Depending on \‘g\\
the selected consequence and likelihood points, this could give levels of risk of: (7]

» extreme, high, or medium \)(0

* high or medium oQ

* medium or low @A

- N\

e low or negligible. <O

Accuracy and reliability of the results ‘06

Cox (2008), in an exhaustive review of matrices, concluded that his theoretic%Qesults generally
showed quantitative and semi-quantitative risk matrices have limited abilit&@ correctly reproduce the
risk ratings implied by quantitative models — a key theoretical finding.

7
Risk matrices may be activity- or system-centric and so may not i@&%y consider the risks to an
individual (Wilkinson & David, 2009). They may also encourage us on small components of a

system or project ("salami-slicing") and so not show the overaILL el of risk.

A contract research report for the UK HSE (Wintle et al, 20@) reviewed best practice for risk-based
inspection as part of plant integrity management. At pa%@S the authors noted:
Risk matrices are a useful means of graphi(gﬂy presenting the results from qualitative risk
analyses of many items of equipment. Ri§k matrices should, however, not be taken too
literally since the scale of the axes is 8qu indicative.

Possible change in guidance ‘O\Q

IEC/ISO31010: 2009 Risk assessment@%niques is currently undergoing revision. One of the lead
authors has said the committee beli%es “the matrix is not an analysis technique but a display

techniqzue because you must anal consequences and likelihood first then just display it on the
matrix”*. This is a subtle but im@@lagnt distinction.

X
Summary 6(\

N\
Risk matrices are an m@r\rated way of analysing the level of risk. While risk matrices apparently
provide a simple mp\@anism for analysing the level of individual risks they too often are poorly

designed orinc tly used.

Any risk matridrepresents an attempt to fit a wide range of dynamic risk levels into a narrow range of
predefined@lls. This requires qualitative judgement in what may be assumed to be a quantitative

proces%o

Ari atrix should be used as one of a set of risk analysis techniques. Used alone, risk matrices are
li to give misleading, even wrong, results leading to false certainties or inappropriate allocation of

éfm ources.

?" The results from use of a matrix should be treated as an indicative comparison between risks, to help
distinguish those requiring urgent attention.

If a risk matrix is to be used, it should be
e simple, and designed using data relevant to the organisation
e used with a clear understanding of the nature of a risk.

The limitations of any risk matrix must be understood by risk assessors and decision-makers.

2 personal communication from Jean Cross, 1 December 2015.
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